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Scope of the Policy 
This policy applies to all members of the Ralph Allen School community who have access 
to and are users of school digital technology systems, both on site and off site. 

 
The Education and Inspections Act 2006 empowers Headteachers to such extent as is 
reasonable, to regulate the behaviour of students when they are off the school site and 
empowers members of staff to impose disciplinary penalties for inappropriate behaviour. 
This is pertinent to incidents of online-bullying or other online safety incidents covered by this 
policy, which may take place outside of the school, but is linked to membership of Ralph Allen 
School. The 2011 Education Act increased these powers with regard to the searching for 
and of electronic devices and the deletion of data. 

 
The school will deal with such incidents within this policy and associated behaviour and anti- 
bullying policies and will, where known, inform parents/carers of incidents of inappropriate 
online safety behaviour that take place out of school. 

 
Roles and Responsibilities 
The following section outlines the online safety roles and responsibilities of individuals and 
groups at Ralph Allen: - 
 
Governors 
Governors are responsible for the approval of the E-Safety Policy and for reviewing the 
effectiveness of the policy. A member of the Governing Body has taken on the role of 
Safeguarding Governor and will: 

• have regular meetings with the Designated Safeguarding Lead (DSL) 
• report annually to the School Governing Body, with the DSL. 

 
Headteacher 

• The Headteacher has a duty of care for ensuring the safety (including online safety) 
of members of the school community. 

• The Headteacher and the DSL are aware of the procedures to be followed in the 
event of a serious online safety allegation being made against a member of staff. 

• The Headteacher is responsible for ensuring that the DSL and other relevant staff 
receive suitable training to enable them to carry out their online safety roles and to 
train other colleagues, as relevant. 

 
Network Manager 
The Network Manager is responsible for ensuring: 

• the school’s technical infrastructure is secure and is not open to misuse or malicious 
attack 
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• the school meets required online safety technical requirements as outlined by the 
Local Safeguarding Children’s Board 

• that users may only access the networks and devices through a properly enforced 
password protection policy 

• that they keep up to date with online safety technical information in order to 
effectively carry out their online safety role and to inform and update others as 
relevant 

• that the use of the network is regularly monitored in order that any misuse/attempted 
misuse can be reported to the Headteacher for investigation 

• that monitoring software/systems are implemented and updated 
• the activity of users is regularly monitored on the school technical systems and users 

are made aware of this in the Acceptable Use Agreement. 
• appropriate security measures are in place to protect the servers, firewalls, routers, 

wireless systems, workstations, mobile devices etc from accidental or malicious 
attempts which might threaten the security of the school systems and data and that 
these are tested regularly 

• the school infrastructure and individual workstations are protected by up-to-date 
virus software. 

 
Teaching and Support Staff 
Teaching and support staff are responsible for ensuring that: 

• they have an up-to-date awareness of online safety matters 
• they have read and will follow the staff e-safety guidelines which are in the Staff 

Handbook 
• they report any suspected misuse or problem to their line manager for investigation 
• all digital communications with students and parents/carers are on a professional 

level and are only carried out using official school systems 
• students have a good understanding of research skills and the need to avoid 

plagiarism and uphold copyright regulations 
• they monitor the use of digital technologies, mobile devices, cameras etc in lessons 

and other school activities (where allowed) and implement current policies with 
regard to these devices 

• in lessons where internet use is pre-planned students are guided to sites checked as 
suitable for their use and processes are in place for dealing with any unsuitable 
material that is found in internet searches. 

 
Designated Safeguarding Lead 
The Designated Safeguarding Lead should be trained in online safety issues and be aware 
of the potential for serious safeguarding issues to arise from: 

• sharing of personal data 
• access to illegal/inappropriate materials 
• inappropriate online contact with adults/strangers 
• potential or actual incidents of grooming 
• online-bullying. 

 
Students 
Students are allowed to bring a mobile phone to school for use on the way to and from 
school and at the end of the school day to make arrangements. However, the school can 
accept no responsibility for its loss or damage and students can only do so if they comply 
with the following guidelines: 

• During the school day, including before school when students first arrive at school 
and before the school day has begun, students must turn their phones off and keep 
them away from use in a bag or pocket; if mobile phones are seen, they will be 
confiscated by staff (and if this has happened more than once in one term, the 
student concerned will have to hand in their phone on arrival at school for a fixed 
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period). 
• Failure by a student to hand over a phone that has been confiscated is an extremely 

serious matter and will be dealt with as such. 
• They do not take photographs, film or record during the school day. 

 
If students engage in activities to circumvent the school’s ICT security systems, this will be 
construed as a form of computer hacking, which is against the school’s ICT policy, and 
students who do this should anticipate having their user rights to the school’s network 
withdrawn for a period of time. In addition, students: 

• are responsible for using Ralph Allen School’s Information and Computer Technology 
systems in accordance with the Student Acceptable Use Agreement which is in 
every student planner 

• should follow the guidelines given by staff about how to undertake research online 
and the need to avoid plagiarism and uphold copyright regulations 

• need to understand the importance of reporting abuse, misuse or access to 
inappropriate materials and know how to do so 

• should understand the importance of adopting good online safety practice when 
using digital technologies out of school and realise that Ralph Allen’s E-Safety Policy 
covers their actions out of school, if related to their membership of the school. 

 
Mobile technology devices may be school owned/provided or personally owned and 
might include smartphones, tablets, notebooks/laptops or other technology that usually has 
the capability of utilising the school’s wireless network. The device then has access to the 
wider internet which may include the school’s learning platform and other cloud-based 
services such as email and data storage. All users should understand that the primary 
purpose of the use of mobile/personal devices in a school context is educational and also 
governed by the acceptable use of ICT guidelines. 
 
Parents/Carers 
Parents/Carers play a crucial role in ensuring that their children understand the need to use 
the internet/mobile devices in an appropriate way. Ralph Allen will take every opportunity 
to help parents understand associated issues through parents’ information evenings, 
newsletters, letters, website etc. In particular parents and carers are asked to do the 
following: 

• support the school’s E-Safety Policy (this document) 
• ensure that students’ usage of screens and the internet is not excessive; the 

Government has recently issued advice for parents on this which covers areas of 
concern such as ensuring that students are getting sufficient sleep, that screens are 
not being used just before bed-time or at meal times (see appendix A) 
actively monitor their children’s use of electronic devices (the school will provide 
parents with specific information, advice and guidance about how this can be 
done) 

• take steps to ensure that students are accessing only platforms or content which is 
‘age appropriate’ 

• ensure that their daughter/son is not engaging in cyber bullying or making unsafe 
arrangements to meet in person people they have messaged on the internet 

• refrain from taking digital and video images of students, other than of their own 
children, at school events. 

 
Education of students 
Whilst regulation and technical solutions are very important, their use must be balanced by 
educating students to take a responsible approach. The education of students in online 
safety/digital literacy is therefore an essential part of the school’s online safety provision. 
Children and young people need the help and support of the school to recognise and 
avoid online safety risks and build their resilience. 
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An online safety curriculum will be provided as part of Computer Science lessons and will 
be regularly revisited. However, e-safety should be a focus in all areas of the curriculum and 
teachers should reinforce online safety messages across the curriculum. All teachers will: 

• be specific when setting research homework for students in Years 7 – 9 in signposting 
students to specific websites, the suitability of which has been checked wherever 
possible; for older students teachers will also advise about making sure that when 
doing research they use only trustworthy sites 

• accept that from time to time, for good educational reasons, students may need to 
research topics (eg racism, drugs, discrimination) that would normally result in internet 
searches being blocked; in such a situation, staff can request that the ICT team 
temporarily remove those sites from the filtered list for the period of study - any request 
to do so, should be auditable, with clear reasons for the need 

• establish clear protocols with students about how material found for homework is 
then presented so that students actually have to process information found rather 
than merely “cutting and pasting” it and are not plagiarising material found online 

• check the suitability of games used for learning before they are used with students 
and use only those that fit in with the school’s ethos 

• reinforce the school’s E-Safety Policy as the occasion arises in lessons/tutorials and 
encourage students to adopt safe and responsible use both within and outside Ralph 
Allen School 

• act as good role models in their use of digital technologies, the internet and mobile 
devices. 

 
Online learning from home 
There are some important safeguards which should be in place for any online 
communication. Microsoft Teams is a very secure platform and is only accessible 
through the Webmail accounts for students and staff in our school. When staff conduct 
any live communications they will be following our Acceptable Use policy and will 
record all interactions so students can look back at these, as well as for safeguarding 
purposes. Staff can also control whether videos are on or off during any interaction (it 
will never be a requirement to have video on). 

 
It is important that students understand that these are professional interactions and 
consider how they approach these interactions. They should: 

 
• ensure they are dressed appropriately  
• they are located in a quiet space where they can concentrate on the 

lesson and blur their background (staff will show them how) or have a plain 
background behind them 

• mute volumes when the teacher is talking so there are no distractions 
• ensure other members of the household are aware they are participating in an 

online discussion 
• ensure the language is professional and conversations are relevant to the subject 
• ensure other mobile devices (that are not in use) are not using the Wi-Fi 

connection to ensure the best possible connection 
 
Staff will remove any students who are not behaving appropriately when any 
interactions are taking place and inappropriate behaviour will be followed up, as 
would normally happen if this took place in any lesson in school. 
 
Use of digital and video images 
The development of digital imaging technologies has created significant benefits to 
learning, allowing staff and students instant use of images that they have recorded 
themselves or downloaded from the internet. However, staff, parents/carers and students 
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need to be aware of the risks associated with publishing digital images on the internet. Such 
images may provide avenues for cyberbullying to take place. Digital images may remain 
available on the internet forever and may cause harm or embarrassment to individuals in 
the short or longer term. The school will inform and educate users about these risks and will 
implement policies to reduce the likelihood of the potential for harm. 

• When using digital images, staff should inform and educate students about the risks 
associated with the taking, use, sharing, publication and distribution of images. In 
particular they should recognise the risks attached to publishing their own images 
on the internet e.g. on social networking sites. 

• In accordance with guidance from the Information Commissioner’s Office, 
parents/carers are welcome to take videos and digital images of their children at 
Ralph Allen School events for their own personal use (as such use is not covered by 
the Data Protection Act). To respect everyone’s privacy and in some cases 
protection, these images should not be published/made publicly available on 
social networking sites. 

• Staff and volunteers are allowed to take digital/video images to support 
educational aims, but must follow school policies concerning the sharing, 
distribution and publication of those images. Those images should only be taken on 
school equipment; the personal equipment of staff should not be used for such 
purposes unless the images are transferred onto the school’s network and then 
deleted. 

• Care should be taken when taking digital/video images that students are 
appropriately dressed and are not participating in activities that might bring Ralph 
Allen School into disrepute. 

• Students must not take, use, share, publish or distribute images of others without 
their permission. 

• Photographs published on the website, or elsewhere that include students, will be 
selected carefully and will comply with good practice guidance on the use of such 
images. 

• Students’ full names will not be used anywhere on a website or blog, particularly in 
association with photographs. 

 
Signed: 
 

 
  
Andy Greenhough Steve Casemore 
Headteacher Chair of Governors 
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